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Abstract 
Data-driven Internet, artificial intelligence and other emerging industries, as im-
portant engines of future national economic and social development, are devel-
oping vigorously in China. At present, there are also frequent problems in data 
security and privacy protection. So far, the main way of algorithm governance is 
the algorithm recommendation, namely through the obtained pipe data to rec-
ommend related object, in order to achieve the purpose of governance. algorithm 
recommendation mainly based on content, based on collaborative filtering and 
mixed recommendations, etc., but in complex social governance practice, algo-
rithm governance often fail, the reason is that algorithm failure, algorithm injus-
tice and algorithm discrimination, and thus caused a series of algorithm gover-
nance ethical problems. To get out of the ethical dilemma of algorithmic gover-
nance, it is necessary to coordinate the relationship between theory, technology 
and people, that is, to use theory to "discipline" people, to serve the development 
of people with technology, and to treat people as real people, so as to ensure the 
safety of human beings. At the same time, the country attaches great importance 
to the development of big data and the governance of related ethical issues. In 
order to further promote the open and sharing of data at the industry and national 
level, it is urgent to increase the governance of data ethics issues, improve data 
quality, protect data security, respect personal privacy, and protect individual 
rights and interests. This paper mainly introduces the dimensions and problems 
of big data ethics, and puts forward the governance of big data ethics to provide 
reference for the development of big data. 
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1. Introduction 

Although the concept of big data has only emerged in recent years, algorithms can handle relatively large data sets 
very early on. The concept of data mining was proposed in the last century and played a role in applications such as 
bulk information acquisition on web pages. Of course, due to the limitation of computing technology, when facing the 
huge amount of data, the algorithms at that time generally reduced the complexity of data and used methods similar to 
statistical sampling to estimate big data, so as to try to reveal the causal relationship between data sets and obtain the 
commonality between data. The first problem of such an approach is the subsequently introduced statistical error, even 
if many methods can narrow this statistical error, but it cannot be completely avoided. In addition, in the algorithm en-
vironment at that time, more attention was paid to the characteristics of the whole group, which could not be predicted 
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and analyzed for different individuals. If there was no clear causal relationship between different data, it would be 
abandoned in the analysis and strive to simplify. 

2. Ethics dimension of big data algorithms 
(1) Big data algorithms change people's behavior 
Algorithm, as a technical means, changes people's behavior to a certain extent, and the ethical risks are not difficult to 

find. In the example of the above navigation algorithm, navigation software actually has great power and can dominate 
the driver's route with a high probability. Suppose that in a city where traffic jams are frequent, All drivers are using the 
same navigation software, And during the evening rush hour, Two necessary Roads A and B generally undertake 50% 
of the transport tasks each, During the evening rush hour, Navigation software assigns 20% of the drivers to Line A, 
While another 80% were assigned to another line B, This saves 20% of drivers from traffic jams, And then with high 
probability to this navigation software, And for another 80 percent of the drivers, Miin into more serious congestion 
than usual, But they are hard to blame navigation algorithms, So a large number of people will continue to trust this 
navigation algorithm. If this strategy continues, there will be more and more supporters of this navigation algorithm, 
and even if some people choose other algorithms, they still don't affect the entire software usage and profits. However, 
if we take this problem to the extreme and 99% of people are assigned a path by the algorithm, will 1% of privileged 
users enjoy a more enjoyable ride? Such ethical problems arise precisely because algorithms are already changing 
people's behavior. 

(2) Big data algorithms cannot be separated from people 
Algorithms cannot be separated from human society, indicating that they cannot separate human roles from algo-

rithms, materialize algorithms, and they cannot explain the ethical problems of algorithms simply with their technical 
neutrality. Admittedly, the algorithm itself can actually exist independently. Once the algorithm is separated from hu-
man life, then the algorithm is really just lines of code and flow charts, and its existence value is greatly reduced. Just as 
solar-based artificial satellites can roam the sky for decades, even without the control of human engineers, but if hu-
mans suddenly no longer use artificial satellites, they are just waiting to die out, which is how algorithms cannot escape 
from the surface of human society. The deep meaning of the algorithm cannot be separated from the human society is 
that the algorithm can not be assumed to be a materialized object. In the algorithm, the object that can be materialized is 
only the lines of code and flow charts mentioned above. From the design to the use, the algorithm itself must be in-
volved in it. The process of design and use is the reason for the vitality of the algorithm. Rows of code and flow charts 
are not meaningful, so the algorithm as a whole can not be simply materialized. In fact, the broad algorithm has blurred 
the difference between the subject and object, algorithm ethics involved ethical subject is actually the organic combina-
tion of people and algorithm, ethical responsibility is likely to be both, just for different ethical problems, algorithm and 
people proportion differences, so simply emphasize the algorithm technology neutrality, marks the understanding of 
algorithm ethics is not clear, and once realize the relationship between people and algorithm, algorithm technology neu-
trality is difficult to stand up [1]. 

3. Ethic of big data algorithms 
(1) Manipulation 
Artificial manipulation, also known as subjective bias, refers to the artificial influence on the results of the algorithm, 

so that the results deviate with the subjective will, among which the artificial operation in the search engine algorithm 
has a long time and is the most typical. If simply according to the number of browsing to search results, search engine is 
simplified into a sorting algorithm, but people are often reluctant to use such a search engine, the rise of search engine 
giant, Google is using the algorithm to fine-tuning the search results, using the algorithm through the expected browsing 
times rather than the actual browsing to sort the search results, because to some extent can expect people interested in 
the results, let more users easily get concern when using Google results. Almost all the existing search engines have 
artificially manipulated search results, but Baidu, which eventually beat Google in the Chinese market, has been ques-
tioned for artificially manipulating search results [2]. 

(2) Data processing error 
A large part of the error in the data set comes from the lack of comprehensive data. When the algorithm is designed 

or used at the very beginning, it generally needs to understand the problem to deal with through a certain amount of data, 
and find the internal connection. This process is called the "learning" problem or the problem training of the algorithm. 
In this process, in order to achieve a higher quality of learning and accurately outline the internal connection between 
the data, the choice of data actually has relatively high requirements. The more data sets used are by no means the better. 
The large data sets are often just useless to make the algorithm repetitive, which is of little help to the accuracy of the 
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prediction. In addition to the distribution of the data, the "correctness" of the data is also very important. If the data set 
learned by the algorithm is evenly distributed and relatively large, one or a few abnormal data points will not cause 
great waves and have little impact on the prediction of the algorithm. In fact, the set of data for algorithm learning is 
often limited, so to make unbiased predictions, algorithms must be able to find abnormal values in the data based on 
data analysis. 

(3) Invasion of personal privacy 
Personal privacy issues in the new era, Is an academic frontier issue in itself, This problem has been extensively stu-

died in the literature, as what mentioned before, In the era of algorithms, People's personal data are the asset of algo-
rithmic companies, And the assets of these algorithm companies, Many are personal privacy for consumers, If it is not 
effectively protected, Naturally, it constitutes an violation of users' personal privacy, The violation of personal privacy, 
Starting with the general model of algorithmic companies using user data for profit, And with this pattern, Is countless 
early Internet enterprises to adapt to the new era and choose to make the way of profit, That is, providing free services, 
Then, using huge user data to develop algorithms, Make direct profits by placing targeted advertising. After the advent 
of the era of algorithms, there have been a lot of relevant studies, trying to protect personal privacy. However, these 
methods have been basically proved to have different degrees of privacy leakage. Some people have even proposed that 
in the era of algorithms, protecting personal privacy is technically impossible. On the one hand, consciously avoid some 
information is "here no silver three hundred liang", when all the information has appeared in the database, and someone 
or some people want to hide their information, on the surface is to protect their personal privacy, however, actually does 
not work, even have the effect. Google Street View reportedly blurred images of its house at the owner's request, even-
tually prompting thieves [3]. 

4. The governance of big data algorithm ethics 
(1) Adhere to the core value of the algorithm 
The security of the algorithm is the most important and realistic value in the algorithm ethics. Security on the one 

hand, the algorithm is not directly a threat to human information security, on the other hand also want to avoid indirect 
damage to human life and property, to meet the security requirements, must strictly avoid abuse of algorithm authority, 
ensure authority according to demand distribution, this is the most simple and feasible way to ensure the security of the 
algorithm, the more people have the right to call the algorithm, so the more potential security hidden danger. Secondly, 
complex and robust encryption protection means are also an effective method to ensure the security of algorithm design. 
There are always some criminal gangs driven by interests to change and destroy the algorithm through improper means. 
These risks must be eliminated by encryption means to ensure security. 

(2) We will strengthen effective supervision 
Not all algorithms require external regulation. Under the action of the market, the ethical risk of the algorithm can 

often be reduced in the algorithm design and use stage through the enterprise spontaneous behavior, among which the 
core driving force is the market regulation mechanism. In a market economy, the relationship between consumers and 
algorithm providers is equal, and consumers spontaneously switch to other algorithm companies once they realize that a 
company's algorithm puts them at ethical risk. For example, many companies have developed technologies to help con-
sumers hide their identities on the Internet, such as virtual private networks (VPN) and free domain name resolution 
servers (OpenDNS). Privacy assurance technologies, such as encryption technology, Cookies management technology, 
and refusal to track browser technology, are also increasingly widely used. These examples show that consumers really 
have willingness to protect their information, but from the perspective of supply and demand, the willingness is difficult 
to satisfy, mainly because the supply side choice is too little, many people were forced to sacrifice their privacy infor-
mation for a certain convenience, once there is no need to sacrifice privacy information can get the same or similar 
convenience, consumers will gradually abandon the original algorithm company. 

5. Epilogue 
With their increasing ability to deal with real problems, algorithms have become increasingly indispensable. In fact, 

algorithms are an extremely rational choice in the human decision-making process, that is, subjective feelings are not 
involved in specific problems, but through a series of prepositions. Human beings themselves often make mistakes be-
cause of irrationality because of their own limitations, but algorithms can use strict discipline to implement absolute 
rationality. The development of algorithms is a new stage of people's understanding of the unknown world, and can 
promote people to understand themselves and summarize the experience and lessons of the decision-making process, 
and deepen the understanding of human nature and rationality. 
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