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Abstract 
In the digital age, the rapid advancement of information technology has radically 
transformed the ecology of higher education, compelling university teachers to 
navigate novel ethical challenges regarding their roles and responsibilities. To 
investigate the current status, prevalent issues, and potential pathways for en-
hancing university teachers’ ethical literacy within this digital landscape, this 
paper systematically examines the contemporary connotation and critical im-
portance of such literacy. It further analyzes the principal challenges educators 
confront across three core domains: teaching practices, scientific research integ-
rity, and evolving teacher-student relationships. The study reveals that the perva-
sive integration of digital technology engenders significant ethical dilemmas. 
These manifest in the equitable use of teaching resources, the imperative to up-
hold academic integrity amidst new technological pressures, and the complexi-
ties of fostering meaningful, ethical interactions in online spaces. Furthermore, 
the relentless pace of technological innovation, outdated regulatory frameworks, 
and shifting societal values emerge as the primary catalysts driving these chal-
lenges. In response, this paper advocates a comprehensive strategy targeting 
three synergistic levels: robust teacher development programs, systemic policy 
refinement, and proactive cultural construction. This multifaceted approach aims 
to elevate educators’ awareness of digital ethics and effectively regulate their 
professional conduct, thereby empowering them to thrive within the demanding 
digital education environment. The research findings provide valuable theoretical 
insights and actionable guidance for strengthening university teachers’ ethical 
literacy, contributing significantly to the sustainable and healthy progression of 
higher education in the digital era. 
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1. Introduction 
The wave of digitalization is profoundly reshaping the educational ecology, and the mode of knowledge dissemination 
and teacher-student interaction has changed accordingly, which has brought new opportunities and challenges to higher 
education. In this context, teachers’ ethical literacy - related to teaching quality, academic integrity, and sustainable 
development of education - is particularly important (Zhao & Dai, 2024). 

At present, the digital teaching environment has put teachers in a new ethical dilemma: technology has blurred the 
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boundaries of teaching, reshaped the teacher-student relationship and academic norms; the convenient access to digital 
resources has also put forward higher requirements for academic ethics. This means that teachers must not only master 
technology, but also have the corresponding ethical decision-making ability. However, existing research has mostly 
focused on the improvement of digital skills and has paid insufficient attention to the ethical dimension, which may lead 
to defects in the professional development of teachers. 

From a theoretical perspective, research on teachers’ ethical literacy lacks a systematic framework. Existing studies 
either ignore the particularity of technology or are limited to the analysis of specific technologies. They lack an overall 
construction and are difficult to effectively guide practice. From a practical perspective, ethical cultivation is often sim-
plified to protocol learning, ignoring the cultivation of decision-making ability in digital contexts. This limitation is 
particularly prominent in a rapidly changing environment. 

This paper aims to systematically analyze the core challenges faced by university teachers’ ethical literacy in the dig-
ital era and explore strategies for improvement. Combining theoretical analysis with practical investigation, this paper 
attempts to construct an ethical literacy framework that integrates technological characteristics and educational essence, 
so as to enrich the theory of teacher professional development and provide guidance for the construction of university 
faculty. 

2. The Connotation and Importance of Ethical Literacy of University Teachers in the Digital 
Age 
The ethical literacy of university teachers covers multiple dimensions such as academic integrity, educational equity, 
and a sense of responsibility. The intervention of technology has brought complex ethical challenges, such as intellectu-
al property issues in online teaching, algorithmic bias, and the impact of artificial intelligence on academic originality 
(Chan, 2023), which requires teachers to keep pace with the times. 

Ethical literacy is the core of teacher professionalism. In a digital environment, the influence of teachers’ behavior is 
amplified, and improper citations or evaluations may damage their professional reputation. Having high ethical literacy 
can help teachers maintain their professional focus and promote their professional growth. 

For students, the role of teachers in ethical demonstration is particularly important. Rigorous treatment of online re-
sources and artificial intelligence tools can cultivate students’ digital citizenship awareness, especially in the era of in-
formation overload. Teachers’ critical thinking can guide students to establish correct values (Hua & Zhang, 2025). 

Improving teachers’ ethical literacy is the key to the digital transformation of education. UNESCO pointed out that 
67% of digital barriers are related to ethical governance (Zhao & Dai, 2024). Teachers’ ethical decisions will affect the 
appropriateness of technology, such as balancing intelligent grading and humanistic evaluation, personalized recom-
mendations, and knowledge diversification, which is the basis for building a trustworthy digital education ecosystem 
(Hua & Zhang, 2025). 

The digitalization of education has entered the paradigm stage. Teachers need to proactively improve their ethical lit-
eracy, guard against technological alienation, achieve a balance between technological empowerment and humanistic 
adherence (Liang & Huangfu, 2024; Yang & Fan, 2022), and build a solid bridge between innovation and educational 
laws. 

3. Challenges Faced by University Teachers’ Ethical Literacy in the Digital Age 
The digital age has brought profound changes to higher education and also posed new challenges to the ethical qualities 
of university teachers. These challenges are mainly reflected in the three areas of teaching, scientific research, and 
teacher-student relationships. 

In the field of teaching, digital technology has changed the traditional teaching model, but it has also caused prob-
lems such as intellectual property, algorithmic bias, and academic integrity. In the field of scientific research, digital 
tools have improved research efficiency, but they have also exacerbated data manipulation, insufficient peer review, and 
academic originality disputes. In terms of teacher-student relationships, digital communication has blurred traditional 
boundaries, bringing challenges such as professional distance, communication barriers, and privacy protection (Tang & 
Cheng, 2025). 

These challenges require a balance between multiple values, such as technical efficiency and humanistic care, data 
sharing, and privacy protection (Zhao et al., 2024). The speed of technological iteration far exceeds the pace of estab-
lishing ethical norms, and cultural differences further complicate decision-making, which requires teachers to have for-
ward-looking ethical thinking capabilities. 

Traditional ethics education focuses on imparting rules, but in the digital age, it is more necessary to cultivate teach-
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ers’ critical thinking and proactive decision-making abilities (Ji & Pei, 2025). This transformation is related to the qual-
ity and credibility of education, and is an issue that higher education needs to solve urgently. 

4. Analysis of the Causes of Challenges 
The challenges facing the ethical literacy of university teachers in the digital era stem from three aspects: technology, 
society, and education management. The speed of technological iteration far exceeds the pace of updating ethical norms. 
Teachers face problems such as data privacy and algorithmic bias in their actual work. Traditional ethical frameworks 
are no longer able to adapt to these new scenarios (Chan, 2023). From a social perspective, utilitarian values prevail, 
performance orientation has given rise to academic misconduct, and teachers may rely on digital tools that are ethically 
controversial (Wang & Wang, 2024). In terms of education management, the system is not yet perfect; universities lack 
special digital ethics norms, the evaluation mechanism focuses on quantity rather than ethics, and the training system 
also ignores the cultivation of ethical awareness. These three factors overlap and constitute the main obstacles to the 
improvement of teachers’ ethical literacy, which need to be addressed systematically. 

5. Strategies for Improving the Ethical Quality of University Teachers 
In the digital age, improving the ethical literacy of university teachers requires a systematic strategy. Colleges and uni-
versities should establish a regular ethics training mechanism, using workshops, online courses, and other forms to help 
teachers deepen their understanding of issues such as data privacy and algorithmic bias (Hua & Zhang, 2025). Studies 
have shown that systematic training can effectively improve teachers’ ethical decision-making ability. 

We must improve the management system, incorporate ethical standards into teaching evaluation and scientific re-
search assessment, and at the same time establish an academic misconduct monitoring system and an ethics review 
committee to regulate teachers’ professional behavior. 

We should create a cultural atmosphere of “teaching with virtue”, strengthen teachers’ sense of professional mission 
through activities such as teacher ethics selection and ethics seminars, encourage teachers and students to participate in 
rule-making, and enhance everyone’s identification with ethical norms. 

In addition, we must promote interdisciplinary collaboration, integrate resources in fields such as philosophy and 
computer science, jointly explore ethical boundary issues such as the educational application of artificial intelligence 
and data privacy protection, and provide support for relevant policy formulation. 

Through this multi-dimensional improvement path and integrating ethical requirements into daily practice, we can 
ensure that technology truly serves the essence of education. 

6. Conclusion 
The digital age has put forward new requirements for the ethical literacy of university teachers. The study found that in 
digital teaching, scientific research, and teacher-student interaction, teachers are faced with new manifestations of tradi-
tional ethical issues such as academic integrity and data privacy, as well as new dilemmas such as the attribution of re-
sponsibilities for human-machine collaboration (Tang & Cheng, 2025). 

It is urgent to improve teachers’ ethical literacy: teachers’ ethical level directly affects students’ moral cognition, and 
they also need to deal with the complexity of the digital environment. Good digital ethical literacy helps to avoid tech-
nological risks and play the role of education, which is reflected in every ethical judgment in daily practice. 

At the theoretical level, it is necessary to build a multi-level support system: update ethical cognition, realize the in-
tegration of traditional ethics and digital ethics; establish dynamic ethical norms; improve the ethical education mecha-
nism, and incorporate it into the core content of teacher professional development. This requires the coordinated efforts 
of institutional guarantees and cultural guidance. 
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