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Abstract 
Today, with the development of the network and the huge scale of netizens, the 
network has become an important carrier that is inseparable from people's lives. 
The Internet is a "second society" that is closely related to but different from 
reality. Whenever there are social events and public events with great influence, 
the flood of online rumors will always follow. Online rumors will not only cover 
up the truth and cause social panic, but also lead to people's distrust of social 
morality and government governance, which will lead to cyber violence and even 
social unrest. However, the information in the online world is vast, and managing 
online rumors is a difficult problem in managing modern society. Therefore, the 
author attempts to analyze the harmfulness of online rumors from the perspective 
of combining criminology and sociology, and explore the motivation of rumor 
makers from the perspective of criminology, and finally put forward some coun-
termeasures and suggestions for the governance of online rumors. 
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1. Introduction 

The International Center for Internet Rule of Law of Beijing Normal University has counted 186 cases of punishment 
for rumors. On January 26, 2019, a man in Nanjing published rumors related to major health incidents on the Internet, 
which mentioned "city-wide blockade". The "traffic outage" was widely reposted after being believed to be true, caus-
ing people to loot the supplies and causing social panic. On January 27, another man in Shanxi posted a rumor "traffic 
control will be implemented on highways" on the Internet, which was widely forwarded by the whole network, and was 
eventually taken criminal measures. Afterwards, someone surnamed Liu in Tongzhou District, Beijing fabricated ru-
mors that he had an infectious disease and deliberately went to public places to create an atmosphere of panic. In fact, 
he was healthy and only caused chaos in the public order out of mischief... These incidents show that when a public 
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event with a major impact occurs, due to the tense social atmosphere and people's high attention, it will be more likely 
than ever to breed false information and online rumors. And it will be more likely to be widely spread, resulting in more 
serious negative Influence, intensify contradictions and escalate the situation. 

2. Qualitativeness of Internet Rumors 
What are rumours? "Cihai" defines rumor as: "rumor without factual basis or fabricated news"; "Webster English 

Dictionary" defines rumor as a kind of rumor that lacks true basis, or is unproven. It is difficult for the public to distin-
guish between true and false gossip, rumors or public opinion. Lemoux, a French scholar, believes that rumor is a kind 
of unconfirmed remarks about things, events or issues that are of interest to the public through certain channels 
(Françoise Lemoux, 1999). Therefore, rumors must revolve around events that the public is concerned about, involve 
the minds of the public, and can easily cause emotional fluctuations in the public.  

When studying wartime rumors about the Pearl Harbor incident, American scholars pointed out that the public's dis-
trust of the official wartime loss report was an important basis for the spread of rumors. There are three basic mechan-
isms for the spread of rumors: “flattening”, “sharpening”, and “assimilation”. Their research shows that the spread of 
rumors is not an individual contribution, but a cumulative, group effect caused by a spreading behavior (Hu Yiling, 
2020). However, online rumors spread very fast, and information is more ambiguousin the context of a two-tier society. 
When a major incident that endangers public safety occurs, the information about the event will undoubtedly be the 
focus of the society and the people. The rampant online rumors in a special period make the really effective and benefi-
cial information masked, if the rumors are not confirmed or clarified in time, it will also damage the authority and im-
age of the government, causing greater social panic with the cumulative effect of the network expansion.  

Moreover, online rumors break geographical restrictions and the defensive walls of "selective exposure" and "selec-
tive attention". So that the speed of spread and the scope of influence are geometrically expanded. "Selective disen-
gagement" and "selective attention" are concepts in communication, which mainly refer to the fact that when the public 
chooses to spread media remarks or other people's opinions to others, they are influenced by many social and psycho-
logical factors, and they tend to choose to communicate with themselves. Expectations, cognitive levels, attitudes and 
viewpoints. However, with the development of network technology, rumors spread on the Internet are no longer af-
fected by such restrictions when they enter the public eye, thus greatly increasing the speed and breadth of their spread. 
The degree of harm of rumors is directly proportional to the breadth and speed of its spread. Therefore, online rumors 
are often more harmful and have wider influence than real-life rumors. Moreover, in addition to the characteristics of 
general rumors, online rumors also have the characteristics of multiple communication channels, anonymity and inte-
raction (Xie Yongjiang, 2013). The anonymity of online rumors will lead people to no longer be bound by social rela-
tions. Under the circumstance that they do not need to take responsibility for their own speech. The psychological cost 
and behavioral cost of fabricating rumors are greatly reduced. However, because there are no geographical and time 
restrictions on online rumors, they can also interact on the Internet at all times, thereby increasing the panic in the 
spread of falsehoods. The communicators and publishers add fuel to the fire and fan the flames, which will eventually 
make the facts less clear, but they are full of gimmicks, eye-catching, and have strong appeal, attracting netizens to 
blindly follow and forward. In the process of such dissemination, the content of their remarks often turns black and 
white or differs too much from the facts, arousing social contradictions and emotions, and bringing great difficulties to 
the management of social order. 

3. Try to interpret the criminal motivation of rumor makers from the perspective of crimi-
nology 

According to the definition of criminology, online rumor crime is an illegal act that publishes and spreads false in-
formation through online media, creates rumors and stirs up trouble, endangers national security and social interests, 
and violates the individual rights of citizens. There are studies that illustrate some of the characteristics of rumormon-
gers behind public events. The vast majority of rumormongers are single people, a few are multiple people, and very 
few are organizations. Those aged 20-29 have the largest number of rumors, accounting for about half, followed by 
those under 20 and those aged 30-39, and very few over 40. About 40% of the rumor-mongers have a college or under-
graduate degree, about 35% of the rumor-mongers have a junior high school degree or below, and there are very few 
graduate students and high school students (Yuan Hui & Xie Yungeng, 2015). Combined Judging from the rumor pu-
nishment announced by the news, rumormongers have some common characteristics. In a typical case, netizens Tan 
Muke, Zhao and Liu are all unemployed or retirees, and their social status is relatively low. In the research on online 
rumor-mongers of public events, most of them have college degree, bachelor degree and below junior high school de-
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gree, and 92.7% of the rumors have the purpose of self-improvement, retaliation, or attention. Therefore, it can be spe-
culated that the rumor-mongers related to the epidemic also have the purpose of improving themselves, gaining atten-
tion or taking revenge. 

From the perspective of sociology of crime, people who generally lack education and training and victims of social 
and class prejudice are more likely to commit online rumor crimes if they are difficult to succeed through social chan-
nels, but are still aggressive. Social control theory suggests that when people are in control of social relationships and 
connections, the likelihood of crime is reduced (Zhang Yuanhuang, 2015). However, in special times, when social emo-
tions are highly tense, and everyone is in danger, the unemployed and retirees, or social discourse People with insuffi-
cient power have weaker ties with society than white-collar workers or those with high social status. Lack of ties and 
supervision with society may be stimulated by the environment in a special period, and thus take this opportunity to 
fabricate rumors to gain attention and Satisfy the needs of individuals for self-improvement. Some scholars have studied 
various types of rumors related to major social events according to the purpose of making and spreading rumors, and 
classified them into "conspiracy rumors", "unprovoked rumors" and "profit-making rumors". "Conspiracy-type rumors" 
create panic, further arouse public anxiety, and disrupt social order, or smear the government, exaggerate the facts, cri-
ticize the government for its unfavorable governance methods, etc. In judicial practice, such crimes are identified as 
"picking quarrels and provoking trouble", which can be interpreted in terms of social conflict theory. Although the net-
work society and the real society have a two-layer structure, they can be regarded as an "extension" of the real society. 
The occurrence and development of network emergencies, including network rumors, are also rooted in the deep soil of 
the real society (Li Yujuan, 2015). Social Conflict Theory Believing that crime is the result of a conflict existing in so-
ciety, Marx paid attention to class conflict, especially the conflict caused by economy, in his theory (Zhang Wei, 2007). 
During the occurrence of major social events, the service industry, catering industry, commerce and other economies 
have been greatly affected. If they are hit, the economic sources of the people at the bottom are forced to stop and their 
productivity is put on hold, which will inevitably lead to dissatisfaction with the government's control. In his theory, 
Max Weber emphasized that the lack of legitimacy of political authority is very likely to lead to conflict. 7 That is, in a 
special period of lack of upward mobility and increased government control, government departments have more rights 
and resources, as well as the right to allocate resources, and social conflicts will increase. When the government man-
ages and handles these major social events, the restrictions on online rumors are often weak, governance lags behind, 
and penalties are relatively mild. Therefore, in special times, when social emotions are highly tense, people's attention is 
concentrated. In terms of information related to major social events, the soil for the generation and dissemination of 
rumors has been formed, resulting in a high incidence of online rumors. 

In the "unprovoked" rumors, according to the classification of criminal motives, they can be divided into two types: 
"personal hype", "exaggeration", and two types of adding fuel to vinegar and exaggerating facts. Although the rumors 
that exaggerate the facts are not true, they have a certain role in raising people's vigilance against major events, and the 
social harm caused is often not large, so I will not discuss them in this article. The main purpose of personal hype-type 
rumors is to attract attention. For example, a man named Fu from Baisha, Hainan, used his mobile phone to shoot vid-
eos of beef and mouse meat to get social attention. The psychological factors revealed behind this are actually not un-
common and can be explained by theories of social psychology. For those who often watch videos on Kuaishou and 
Douyin, their daily information is obtained from video websites such as Kuaishou and Douyin, so their personal values, 
worldview and some behaviors are naturally affected by the concept of this group. On such platforms, the amount of 
attention is an important part of measuring personal value, and it is also the goal pursued by its users and groups. It is 
not surprising that people who are influenced by such values make up rumors in order to gain attention or become 
"popular". Similarly, the case of "Anshan Traffic Police Xiaolong" is the same. Such people have learned through plat-
forms such as Kuaishou Douyin how to increase their personal value and attention by publishing "eye-catching videos", 
and use specific events in special times to easily attract others' attention Features, fabricating compelling rumors to gain 
a sense of identity. And the absurdity of the gossip-type rumors is mostly caused by social anxiety and the low level of 
education of the rumor-mongers. The rumormongers are either out of mischief or jokes. Although they have a certain 
impact, they are not harmful, so they are not within the scope of this article. 

The third category is "profit-making rumors", which is also the focus of the law. Some lawbreakers take advantage of 
the people's nervousness and "life-saving straw" mentality to fabricate false information and spread rumors through the 
Internet to confuse people, confuse people, disrupt the market, and make a lot of money. This kind of behavior is often 
inseparable from the occurrence of major social events, because in such crimes, the high social tension and anxiety and 
the background of special public health events are necessary conditions for the crime. Criminals take advantage of 
people's panic and survival instincts about these major events, often processing and embellishing them on the basis of 
major events, fabricating rumors of price fluctuations, driving up prices, and profiting from them. Or use people's sym-
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pathy and compassion to create fundraising scams and defraud benefits. 

4. Social Governance and Legal Regulation of Internet Rumors 
Online rumors will not only disrupt social order and create panic among the masses, but also worsen the ecology of 

the Internet, creating invisible pressure and shackles on the groups or individuals targeted by the rumors and even the 
government. Under the dual role of the information age and the risk society, we should pay more attention to the social 
risks that may be brought about by online rumors, and make good use of the preventive function of the law and the re-
gulating role of social governance. Therefore, how to better control and govern online rumors and find a balance be-
tween the control of inappropriate speech and the protection of people's right to freedom of speech has become an ur-
gent problem for us to solve. Moreover, after the spread of online rumors develops to a certain extent, it often evolves 
into cyber violence, and cyber violence damages personal and social interests more seriously than online rumors. Based 
on this, the governance of online rumors is not only to eliminate the negative impact that has occurred, but also to pre-
vent the occurrence of further harm, which is conducive to the construction of social order, and is also conducive to the 
development and progress of the network ecology and even social civilization.  

In previous cases, the government often adopted the method of refuting rumors on the Internet, that is, publishing 
rumor-refuting announcements on authoritative websites or platforms with a large number of users, such as Weibo, 
official webpages, etc., in order to correct the cognitive biases of netizens and eliminate doubts. . However, there is a 
common saying: "If a rumor was spread, you will break your leg to clarify it." It can vividly illustrate the difficulty of 
such governance. The main reason for such a situation is that in the process of paying attention to events and rumors, 
netizens often adopt an emotional and cathartic approach rather than a rational approach. Therefore, when the spread of 
rumors arouses extensive discussion, the first priority should be to appease the emotions. In addition to clarifying the 
facts, the exploration of the reasons behind the aroused social emotions should not be ignored, and the Implications for 
social governance and legal regulation. Although the dissemination of online rumors is mixed with emotional factors, 
social psychological theory tells us that behind the intensification of mass emotions, there are often people's concerns 
about the moral anomie behind it, as well as the urgent need to strengthen moral norms and establish a specific moral 
order expect (Liu Jihong & Ke Huixin, 2018). Therefore, when dealing with online rumors, not only to pay attention to 
a single case, but also to deeply discover the system and basic problems behind it. Only by addressing the needs of the 
masses at the bottom can we fundamentally reduce the harm of online rumors to society. 

In addition, government departments involved in the governance of online rumors should speed up the establishment 
of a sound network supervision mechanism, clarify the subject of responsibility, the size and type of responsibility when 
punishing online rumors causing harmful results, and specify in the legal provisions that each subject includes online 
platforms. At the same time, it is necessary to clarify the legal responsibilities within the scope of different laws and 
regulations, so as to achieve the effect of combining social governance and legal regulation. In many cases in which 
personal and even social interests have been damaged due to the spread of online rumors, the masses often act out of 
intensified justice psychology, resulting in impulsive actions and harmful results. Among them, the absence of authori-
tative regulations is one of the factors that cannot be ignored. When the public power cannot deal with a matter reason-
ably, the masses will inevitably report "private punishment", and the limit of this "private punishment" is not restricted 
and controlled, which may cause more than expected or should be caused. Penalties received have more serious conse-
quences. Finally, the Internet legislation should be improved as soon as possible, and the rule of law should be imple-
mented into the "virtual society". From the perspective of criminal sociology, the fabricators of online rumors often 
have some commonalities, and the occurrence of major social events provides a platform for them to create rumors and 
panic. Therefore, in a special period, we should pay more attention to the legislation and law enforcement management 
of online rumors, filter risks by establishing a sound legal mechanism, and eliminate and rectify them as soon as possi-
ble. All netizens are responsible subjects of the network society. Only when everyone is under the management of legal 
norms can people be responsible for their own words and deeds. At the same time, it is necessary to combine the virtual 
and the real with the governance of the real society. Only by forming a complete legal normative system can online ru-
mors be managed more efficiently and effectively. 

Epilogue 
The root cause of Internet rumor crime lies in society, so we should also study and solve Internet rumors from the 

perspective of combining criminology and sociology. Social problems are inseparable from the basic national condi-
tions of our country. Our country is in the transition stage of society, the transformation of social structure, imbalance, 
and the flow of resources can easily lead to social conflicts and hostility, which also lead to many challenges to social 
order and civilization ecology. Legal regulation is only one of the means to control the crime of online rumors, and the 
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problem can be fundamentally solved only by regulating and controlling from various aspects of the society. 
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